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Verifying TLS

Transport Layer Security Protocol (TLS 1.0)
I Widely-deployed industrial protocol
I Well-understood, with detailed specs
I Good benchmark for analysis techniques

This work:
A A reference implementation in F#

A Symbolic verification
A Computational verification



TLS

A long history:
I 1994—Net s cSacpreSockets Layer (SSL)
T 1994 —SSL2 (known attacks)
T 1995 —SSL3 (fixed them)
T 1999-1 ETIBB1.0sf RFC22 46,
T 2006 —TLS1.1 (RFC4346)
T 2008 —TLS1.2 (RFC5246)

Provides a layer between TCP and Application (in the TCP/IP model)

T Itself a layered protocol: Handshake over Record

Record (sub)protocol
I provides a private and reliable connection

Handshake (sub)protocol
T authenticates one or both parties, negotiates security parameters
I establishes secret connection keys for the Record protocol

Resumption (sub)protocol
T abbreviated version of Handshake: generates connection keys from previous handshake



Our Reference Implementation in F#

We implement a subset of TLS as a modular library (9700 LOC)
I Supports SSL3.0, TLS1.0, TLS1.1 (with session resumption)
I Supports any ciphersuite using DES, AES, RC4, SHA1, MD5
I Server-only authentication, RSA mode only
I No compression, fragmentation, or alerts

We test it using three basic sample applications:

I An HTTPS client that can retrieve pages from any web server
(tested against IIS, Apache, and our F# server)

I An HTTPS server that can serve pages to any web client
(tested against IE, Firefox, Opera, and our F# client)

I A client-server application that performs
password-based authentication over TLS



APls & Sample Client

HTTPS_Client.fs (application code)

let client_request url =

let netconn = Net.connect url in open TCP connection
let connid, sessionid = Handshake.connect netconn url in  run Handshake protocol
let request = httpRequest url in build HTTP request
Record.send connid request; send HTTP request over Record protocol
let response = Record.recv connid In receive HTTP response over Record protocol
response return the HTTP response
Record.fsi (interface) Handhake.fsi (interface)

type Connectionld = bytes type Sessionld = bytes

val connect: Net.conn -> ServerName -> Connectionld * Sessionld
valaccept: Net.conn -> CertName -> Connectionld * Sessionld
val resume: Net.conn -> Sessionld -> Connectionld * Sessionld
val close: Connectionld -> unit

valsend: Connectionld -> bytes -> unit
valrecv: Connectionld -> bytes

(* private *)

type Connection = { type ConnectionState = {
. . ; . . (*private *)
net_conn: Net.conn; cipher_state: CipherState; . . .
crt_version: ProtocolVersion; mackey: bytes; type Session = { sid: Sessionld;
write: ConnectionState; seq_num: bytes; I3 bytes;. .
read: ConnectionState } sparams: SecurityParameters; } serverCertificate: bytes; }

val getConnection: Connectionld -> Connection val getSession: Sessionld -> Session



Record Module

Record protocol
(informal narration)

AA B: {m1[m]ak}ek

- encrypted fragment and mac

Record.fs (implementation excerpt)

let recv (connid:Connectionld) =
letconn = getConnection connid in

let conn, input = recvRecord conn in

let conn, msg = V€ rlfy PaY|Oad conn CT_application_datainputin
let id,entity = connidin |Og tr (Recv (id,entity,msg));

storeConnection connid conn; .

msg Security event:
message accepted!

Iet ve rifyPaonad (conn:Connection) (ct:ContentType) (input:bytes) =

let (bct, bver, blen, ciphertext) = PaAlS€ Record input in
let rct, rver, rlen = getAbstractValues bct bver blen in

let ver = conn.crt_versionin Message pa rSing

if rver = ver then
let connst = conn.read in

Retrieve connection

let connst, plaintext = d ecrypt ver connst ciphertext in

let payload, recvmac = parsePlaintext ver cOfire.~'aintext in

let len = bytes_of_int 2 (length payload)in .

let bseq = bytes_of_seq connst.seq_numin Decry pth n

let maced = append5 bseq bct bver len payload in t ltiol
let conn = updateConnection_read conn connst in supports muitipie

checkContentType ct rct payload; Ci phersu ites
it hmacVe rlfy connst maced recvmac = true then

(conn,payload)

elsefailwith "bad record mac" MAC Verification

elsefailwith "bad version




Implementing TLS

A The RFCs do not specify an AP

I Implementations are free to choose the interface

A Certificate management and verification is tricky

A Testing standard conformance and interop hard
I Multiple versions and ciphersuites
I Poor testing tools

I But results in good insights (e.g. understanding rollback issues) and
ensures a very precise model



Symbolic Verification

A Write F# symbolic implementation for libraries [ typebytes-

. . . | Name of Pi.name
I Crypto: cryptographic operations are
. | Hash of bytes
algebraic constructors/destructors

| SymEncrypt of bytes * bytes
I Net: networking functions | ..
defined using Pi calculus channels

I Prins: database of (server) principals, each with a certificate and private key

A Declare capabilities for active attackers (in Dolev-Yao style)

I Crypto, Net, Prins: can perform crypto, control the network, compromise principals
I Handshake: can open (and resume) connections with any clients and servers
I Record: can send/recv application messages on any open connections

A Run fs2pv tool to generate ProVerif script
I from F# code for TLS, for symbolic libraries + F# interface for attacker + security goals

A Run ProVerif to verify security goals
against any attacker with access to this interface

I security guarantees for any number of clients and servers
running any number of Handshake, Resumption, and Record instances



Symbolic Verification Goals

Record Message Authentication

If the client receives message p over connection c,

then either the server has sent p over c,

or the server has been compromised (and similarly in the other direction)
Record Payload Secrecy

If the attacker obtains a fresh message p sent over connection ¢

then either the client or the server has been compromised.

Handshake Authentication

At the end of the handshake,
the client and the server agree on all negotiated parameters and keys,
provided that the client and the server are not compromised.

Key Secrecy
If the attacker obtains a connection key,
then either the client or the server has been compromised.

and similarly when using Resumption
in particular both sets of negotiated parameters are authenticated and correlated



Symbolic Verification Results

A All properties are automatically proved

I But after a lot of hand-tuning on the source code
(otherwise ProVerif runs out of memory or does not finish)

I Final ProVerif script of Handshake+Resumption+Record still large (2100LOC)
I Proving Record/Handshake separately is much easier (but less precise)

A Experimental details:

Part of protocol verified # of PVrunning time | Memory
querles used

Handshake (auth. queries) 16sec 60MB
Handshake (secr. queries) 2 10sec 80MB
Handshake + Resumption 2 4min 460MB
(resumption auth. queries)

Handshake + Resumption + Record 2 6min 700MB

(record auth. queries)

Handshake + Resumption + Record 8 2hours 1.7GB



Symbolically Identified Pitfalls

A An early version of our implementation failed to correlate

certificates; this leads to a counter-example of Handshake
authentication

I Common mistake: Ruby/Cisco/OpenSSL

A There is a potential SSL2 version rollback attack during resumption

I The version rollback protection in ClientKeyExchange is absent
during Resumption

I Experimentally, we could not downgrade to SSL 2.0 with e.g. IIS,

Apache.
Client Server
ClientHello > . . . ,
serverello ClientHello : (ver_max, cipher_suites, ¢é)
Certificate
‘ ServerHelloDone ClientKeyExchange - {pms}  serven
ClientKeyExchange . _
(ChangeCipherspec] with pms = ver_max || random
Finished >
[ChangeCipherSpec]
» Finished




Computational Verification

Computational models are more realistic than symbolic models (bitstrings
instead of terms, PPT adversaries), but harder to work with

Us e Bl anc OrgtoVerdf Blanehe-e i t”  asatbackend
T CVscript = PPT processes + crypto assumptions + security goals
I Automatic computational proofs using the game-hopping technique

Develop a new tool compiling F# code to CryptoVerif scripts
T Networking and sampling functions translate to CryptoVerif primitives
I Public functions translate to polynomially replicated processes

Manually code crypto assumptions in CryptoVerif syntax

T Must define types and assumptions for all cryptographic primitives used in the protocol
( HMAC, AES, RSA, ..) usi ng pndigidgashabilityi st i c

T Crypto assumptions change rarely; the manual effort is worth it

Run CryptoVerif on generated script + crypto assumptions + security goals
to computationally verify these goals against PPT adversaries



Security Properties (Record)

A Verify Record in isolation

T Assume a pre-established connection

T Any (polynomial) number of clients and servers share the connection
A Crypto assumptions:

I UF-CMA for HMAC: Correlates valid macs with their possible origin(s)

T SPRP (super pseudo-random permutation) for block ciphers (AES/DES): Replaces encryptions and
decryptions by random bitstrings

Message Authentication
In any polynomial run of the protocol, with overwhelming probability,
if the client receives message p, then the server has sent p.

Payload Secrecy
In any polynomial run of the protocol, the sequence of sent payload values
is indistinguishable from a sequence of independent random values.

A Remarks

I Both automatically proved by CryptoVerif
T But had to carefully adapt the standard SPRP equivalence



Security Properties (Handshake)

A Verify most of the client role of the Handshake protocol
T We assume pre-established parameters and a public/private keypair
I The client sends ClientKeyExchange, generates connection keys, and sends Finished

A Crypto assumptions:

I IND-CCA2 for asymmetric encryption: indistinguishability against chosen-ciphertext
attacks

I random oracle for PRF (key derivation): turns derived keys into random bitstrings

Secrecy oPMS Randonfrecall that pms = ver_max || random)
In any polynomial run of the protocol, the sequence of random values
is indistinguishable from a sequence of independent fresh values.

A Remark
T Automatically proved by CryptoVerif



Computational vs Symbolic Results

A Some properties hold symbolically but not computationally:
I Computationally, mac functions give no secrecy guarantees

I For the Handshake protocoal,
symbolically, pms is (syntactically) secret,

but computationally, only random is secret
(where pms = ver_max || random)

I Encryption keys are secret computationally only before they are
used

A Symbolically, we were able to analyze the full protocol,
but not (yet) computationally

I mac-then-encrypt is difficult in CryptoVerif
I CryptoVerif interactive mode hard to use with generated code
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Previous Analyses of TLS

1996 - Schneier & Wagnera ! VI f @ aA & 2 F  UirffoSnal{full pratodon  LINR (1 2 O 2 f
1998 - Mitchell, Schmatikov, Stern d CA YA US & G G S mbdflichecking, haadshakd { {
1999-P a u | Iadactive Analysis of the Internet protocol TLS” , t hprowing,ehandshake protocol

2001 - Krawczyk “The Order of Encryption and Authentication for Protecting Communications (or: How
SecurelsSSL?) , computati onal analysis, record prc

2001 - Yasinac, Childs "Analyzing Internet Security Protocols", automatic symbolic analysis, handshake
2002 - Jonsson, Kaliski, On‘the Security of RSA Encryption in TLS” computati onal

2004 - Diaz, Curtero, Valero, Pelayo, "Automatic Verification of the TLS Handshake Protocol", model-
checking, handshake protocol
2005 - Ogata, Futatsugi "Equational Approach to Formal Analysis of TLS" , symbolic ar

2005 - He, Sundararajan, Datta, Derek, Mitchell, "A modular correctness proof of IEEE802.11i and TLS"
manual symbolic analysis, handshake protocol

2008 - Kamil, L Amakpsing' TLS in the Strand Spaces Model” manu al symbol i
handshake and record protocols

2008 - Chaki, Datta “Automated verification of security protocol implementation” aut omat
Copper) symbolic analysis of OpenSSL code
2008 - Morrisay, Smart, Warinschi, A rhodular security analysis of SSL/TLS” , manu al C O |

a variant of the TLS handshake
..... (padding attacks, side-channel attacks) .....



To T

Conclusions, Future Work

We obtain symbolic and computational verification results for a
standard-compliant (albeit small) implementation of TLS 1.0

These are among the first verification results for protocol
implementations

F# is a more friendly front-end than ProVerif or CryptoVerif
I The model is as precise as it gets
I However, user expertise is still needed

Computational verification

I analyze full protocol

I consider principal compromise, private channels
Computational theory and optimizations for the new compiler
Explore automatic code simplifications

I decompose functions, protocols



